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Abstract. Introduction. The digital transformation of higher education and the expansion of online learn-
ing formats have highlighted the need to revise established models of pedagogical assessment. Ensuring 
the validity and reliability of distance assessments is essential for maintaining academic standards and 
sustaining students’ cognitive engagement. Aim. The present study aims to conduct a comparative anal-
ysis of Russian and international assessment technologies within the higher online education system. 
Methodology and research methods. The comparison was conducted according to four criteria: accessibil-
ity of tools, adaptability to individual learning trajectories, interactive potential, and the applicability 
of results within the professional domain. Particular attention was paid to the limitations of extrapo-
lating international models into Russian pedagogical practice, taking into account national educational 
specificities. The study employed methods of comparative analysis and typologisation of assessment 
tools. Results. The advantages and limitations of various assessment approaches are analysed, along with 
their impact on the quality of education and student motivation. It is demonstrated that the Russian 
distance education system, while actively incorporating advanced international practices, retains dis-
tinctive characteristics shaped by national cultural and pedagogical traditions. Scientific novelty. The sci-
entific novelty resides in the systematisation of criteria for comparing diverse assessment systems and in 
substantiating the adaptive potential of international approaches for Russian higher education. Practical 
significance. The practical significance of the research findings is demonstrated by the development of a 
framework of recommendations for educational policymakers, university administrators, academic staff, 
and designers of EdTech solutions.
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Аннотация. Введение. Цифровизация высшего образования и экспансия онлайн-форматов об-
учения актуализируют проблему пересмотра устоявшихся моделей педагогического контроля. 
Обеспечение валидности и надежности дистанционного оценивания выступает условием сохра-
нения академических стандартов и поддержания познавательной активности обучающихся. Цель 
– провести сравнительный анализ отечественных и зарубежных технологий оценивания в системе 
высшего онлайн-образования. Методология, методы и методики. Сопоставление проведено по че-
тырем критериям: доступность инструментария, адаптивность к индивидуальным траекториям, 
интерактивный потенциал и применимость результатов в профессиональной сфере. Особое вни-
мание уделено пределам экстраполяции международных моделей в российскую педагогическую 
практику с учетом национальной образовательной специфики. В работе использованы методы 
компаративистского анализа и типологизации оценочных средств. Результаты. Проанализиро-
ваны преимущества и ограничения различных подходов к оцениванию, а также их влияние на 
качество образования и учебную мотивацию студентов. Показано, что российская система дис-
танционного образования, активно интегрируя передовые международные практики, сохраняет 
уникальные черты, обусловленные национальными культурными и педагогическими традиция-
ми. Научная новизна заключается в систематизации критериев сопоставимости разноплановых 
систем оценивания и обосновании адаптационного потенциала зарубежных подходов для рос-
сийской высшей школы. Практическая значимость результатов состоит в формировании рекомен-
дательной базы для разработчиков образовательных политик, административных команд вузов, 
преподавательского корпуса и проектировщиков EdTech-решений.

Ключевые слова: высшее образование, онлайн-обучение, технологии оценивания, сравнительная 
педагогика, цифровая дидактика, образовательные платформы, адаптивное тестирование, рос-
сийский рынок EdTech
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Introduction
The current system of higher education is undergoing profound transformation 

driven by the digitalisation of social relations and the rapid evolution of informa-
tion and communication technologies. Online education, once considered a niche 
mode of delivery, now constitutes a major developmental vector for universities, 
educational platforms, and corporate training centres. The massive shift to remote 
formats during the COVID-19 pandemic, on the one hand, confirmed the technolog-
ical feasibility of conducting education in a digital environment; on the other hand, 
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it exposed systemic issues related to student assessment. Traditional control meth-
ods – in-person examinations, oral questioning, and written assignments – have 
largely lost their effectiveness and applicability in distance settings.

Thus, a contradiction exists between the need for objective, reliable, and mo-
tivating assessment in online environments and the insufficient development of 
appropriate control technologies. This contradiction defines the relevance of the 
present study.

Research aim – to conduct a comprehensive comparative analysis of student 
knowledge assessment technologies in online higher education in Russia and 
abroad, to identify the most effective practices, and to determine pathways for their 
adaptation to the conditions of the Russian educational system.

Research questions. In accordance with the stated aim, the following research 
questions are formulated:

1.	 Which student assessment technologies are used in online higher educa-
tion practice in Russia and abroad?

2.	 What specific features of their implementation are determined by cultural, 
pedagogical, and institutional factors?

3.	 Which control methods are most effective for assessing different types of 
competencies (from subject-specific to metacognitive) in a distance environment?

4.	 How can academic integrity and personalised feedback be ensured when 
using digital assessment tools?

Study limitations. The following limitations are acknowledged:
•	 Dynamic nature of the subject: the rapid evolution of the EdTech market and 

AI technologies means that certain described tools may undergo substantial chang-
es in the near future.

•	 Content boundaries: the study deliberately excludes assessment technolo-
gies in secondary vocational and continuing education (except where directly rel-
evant to higher education). It also does not separately address cognitive biases in 
automated assessment instruments.

•	 Empirical base: the analysis relies on available open publications by Russian 
and international authors (predominantly from the last 5–7 years), which does not 
fully capture the implementation practices in individual universities or closed cor-
porate institutions.

•	 Methodological constraint: the comparative analysis is conducted at the level 
of synthesising published data without a large-scale experimental study, requiring 
verification of the findings in subsequent work.

Despite these limitations, the analysis provides a representative overview of 
the current state of the problem and identifies directions for further research into 
pedagogical measurement in digital learning environments.

Methodology, Methods, and Research Procedures
This study is of a comprehensive interdisciplinary nature, which necessitat-

ed the integration of several methodological approaches and empirical methods. 
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The theoretical and methodological foundation comprises three interrelated ap-
proaches: systemic, comparative, and analytical. Their selection is determined by 
the multi-faceted nature of the object of study – the transformation of assessment 
technologies in online education – which cannot be adequately described within a 
narrow disciplinary framework.

The systemic approach  serves as the fundamental ontological framework. 
Within this approach, assessment technologies are interpreted not as an isolated 
set of testing instruments but as an inherent component of the overall educational 
ecosystem, reciprocally linked to learning objectives, course content, student mo-
tivation, the level of digital competence among teaching staff, and the technical 
provision of the learning process. This perspective allows for the identification of 
both direct and feedback loops between assessment procedures and other elements 
of the pedagogical system.

The comparative approach is the leading research strategy, as the study’s aim 
requires an objective juxtaposition of domestic and foreign assessment practices in 
the digital educational environment. The application of the comparative method 
made it possible to reveal not only universal (invariant) patterns in the evolution 
of knowledge control systems but also nationally specific features shaped by differ-
ences in educational traditions, regulatory frameworks, the degree of institutionali-
sation of EdTech solutions, and the level of digital maturity of educational systems.

To address the research tasks, a set of complementary methods at both empir-
ical and theoretical levels was employed. Theoretical analysis and synthesis. In the 
first stage, a systematic review was conducted of Russian and international scientif-
ic literature (including publications indexed in Scopus and Web of Science), norma-
tive legal acts in higher education, federal state educational standards (FSES 3++), 
and technical and methodological documentation from leading EdTech platforms. 
The source analysis enabled the construction of a conceptual framework, the op-
erationalisation of key concepts (“digital assessment”, “adaptive testing”, “e-port-
folio”), the identification of empirically unsubstantiated claims, and the detection 
of gaps in current scientific knowledge. The synthesis of analytical data facilitated 
the systematisation of disparate information on assessment technologies and the 
construction of a typology according to criteria of objectivity, automation, and func-
tional role in the learning process.

Comparative analysis (comparativistics). This method was implemented at two 
levels:

•	 Micro-level  – comparison of individual assessment technologies (testing, 
project-based work, portfolio, peer assessment, adaptive testing) according to a cri-
teria system including objectivity, reliability, validity, resource intensity (labour and 
technical costs), impact on academic motivation, and the degree to which stated 
competencies are developed.

•	 Macro-level – comparative analysis of established assessment practices in 
the higher education system of the Russian Federation and leading foreign coun-
tries (USA, EU member states). The source base comprised scientific publications, 
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open statistical data on the functioning of educational platforms (Coursera, edX, 
Stepik), and analytical reports from international organisations (OECD, UNESCO, 
European Commission).

Case study analysis. Examples of the implementation of hybrid learning and 
assessment models in several Russian universities (with anonymity preserved at 
the request of informants) and on specialised online platforms were examined. The 
use of case studies allowed the identification of three types of practical barriers: a) 
technical constraints (insufficient bandwidth, incompatibility of LMS with internal 
university information systems); b) organisational resistance from some teaching 
staff, due to a lack of motivation and digital competencies; c) institutional deficit 
– the absence of systematic professional development programmes in the design of 
digital assessment tools.

Auxiliary methods
•	 Generalisation – used to catalogue and systematise identified facts and em-

pirical patterns, as well as to move from individual observations to general state-
ments.

•	 Pedagogical modelling – applied to construct predictive scenarios for the de-
velopment of the online education market in the Russian Federation (moderate ex-
tensive growth, innovative explosive growth, stagnation under current institutional 
conditions). Scenario modelling was conducted taking into account exogenous fac-
tors (regulatory policy, regional digitalisation levels) and endogenous resources of 
the educational system.

The choice of these methods is justified by the research aim, which is not mere-
ly a descriptive account of existing practices but rather an identification of their 
internal logic, an assessment of comparative effectiveness, recognition of drivers 
and barriers, and the determination of promising directions for the evolution of as-
sessment technologies in the digital educational environment.

Results
The digital transformation of higher education, accelerated by the global chal-

lenges of the early 2020s, has led to a paradigm shift in pedagogical measurement. 
Traditional forms of summative assessment (examinations, testing) show limited 
validity in asynchronous online learning and distributed cognitive environments. 
The purpose of this review is to systematically and critically analyse the key tech-
nological directions shaping the current landscape of e-assessment, from the per-
spectives of didactic effectiveness, algorithmic soundness, and ethical acceptability. 
The question of the educator’s role in a learning environment altered by artificial 
intelligence (AI) technologies was already being raised before the advent of publicly 
available generative models [1]; new challenges for teachers are documented in re-
views of AI application practices in universities [2; 3].

Each technological cluster below is discussed in relation to the corresponding 
research questions.
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Artificial intelligence and large language model technologies: from discrete scoring 
to semantic analysis

The evolution of automated systems is characterised by a move away from the 
dichotomous (“correct/incorrect”) model towards context-dependent semantic as-
sessment. An empirical study conducted on the basis of the Russian integration 
platform Albato (2026) demonstrates the effectiveness of a two-level architecture: 
the first level – trivial filtering of extreme values using hard thresholds; the second – 
LLM inference based on prompt engineering, where OpenAI ChatGPT and GigaChat 
models perform criterion-oriented analysis of extended responses. This approach 
minimises false positives and ensures contextual validity (Cohen’s kappa coefficient 
of agreement with expert assessment reaches 0.88) [4].

A study conducted by K. D. Muntinov [5] compared three generative models 
(ChatGPT-4, DeepSeek-R1, Grok-2) in assessing student essays in the humanities. 
It was found that for structured arguments, all models show high intraclass correla-
tion (ICC > 0.85), but for creativity and novelty of ideas, systematic under-scoring 
is observed (especially for DeepSeek-R1), which is explained by the conservative-
ness of the training datasets. The conclusion is that LLMs are applicable for routine 
checking, but with mandatory calibration on original student texts [5]. It should be 
noted that K. D. Muntinov [5] analyses data from a Kazakhstani university; never-
theless, the findings on LLM behaviour are generalisable and relevant to the Russian 
context, since the models and the methodology of their application are comparable 
in both settings.

A prototype developed by master’s students at the AI Talent Hub (ITMO Uni-
versity) for Yandex Textbook implements an interactive Socratic dialogue mode: the 
AI asks clarifying questions, revealing the zone of proximal development (after L. S. 
Vygotsky) and diagnosing the level of understanding not by the final answer but by 
the reasoning trajectory. This signifies a transition from measurement-oriented to 
developmental assessment, where AI acts as a mediator of educational interaction.

Proctoring 2.0: the human-supported AI hybrid model
According to the State of Online Proctoring Report 2025 [6], the global online 

proctoring market reached USD 945 million in 2024, with projected growth to USD 
2.2 billion by 2030. Meanwhile, the dominance of the university segment (53%) is 
gradually declining in favour of the corporate and government sectors, which are 
experiencing a compound annual growth rate (CAGR) of 18–22%. The key driver is 
not so much combating academic fraud as ensuring trust in certificates in a remote 
format.

Based on an analysis of industry sources, the following trends for 2025–2026 
were identified:

•	 Privacy-by-design: students demand transparency in biometric data collec-
tion; institutions are moving from opt-out to opt-in models with explicit informed 
consent;

•	 Hybrid control: AI performs primary anomaly filtering, while a trained hu-
man specialist interprets the context, reducing false accusations of cheating to <2%;
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•	 LMS-first integration: embedding proctoring into Moodle, Canvas, or Black-
board becomes a decisive factor in vendor choice;

•	 Increased attention to user experience (no plugin installation, easy verifica-
tion, accessibility for persons with disabilities);

•	 Asynchronous proctoring: session recording with subsequent AI analysis is 
replacing synchronous live monitoring;

•	 Decentralised verification: use of blockchain for immutable logging [7].
A practical case of Rostelecom’s solution for Sechenov University includes au-

tomatic screen tracking, facial recognition, and audio analysis with configurable 
scenarios – from individual control to mass examinations with 500+ participants. A 
key innovation is proactive notification of the student when suspicious behaviour is 
detected, rather than automatic test termination.

Learning analytics as a data-driven pedagogy paradigm
Learning analytics is defined as the measurement, collection, analysis, and re-

porting of data about learners and their contexts for the purpose of understanding 
and optimising learning and the environments in which it occurs [8]. Unlike busi-
ness analytics in education, it is oriented towards formative feedback rather than 
mere reporting. The EDUCAUSE Horizon Report (2024) notes that analysis of the 
digital footprint (time on task, number of attempts, course navigation) allows the 
identification of “bottlenecks” in instructional design: if 70% of students view a par-
ticular lecture fragment three times and make errors in the same type of task, this 
correlates with unclear explanation rather than lack of ability. Implementation of 
recommender analytics reduced academic failure by 15–25% [9].

Logistic regression and random forest models are used to construct dropout 
risk models with predictors: frequency of LMS logins, timeliness of assignment 
submission, number of forum posts, and results of progressive tests. Prediction ac-
curacy (AUCROC) reaches 0.82–0.89, enabling tutors to intervene 3–4 weeks be-
fore the final assessment [10]. In the research conducted by Zykova T.V., Vainshtein 
Yu.V., and Noskov M.V. [11], a competency graph analysis technology is proposed, 
whereby digital traces in Moodle are mapped to Bloom’s taxonomy levels (knowl-
edge, comprehension, application, analysis, synthesis, evaluation). Using machine 
learning methods, multidimensional visualisations are created in BI systems (Power 
BI, Tableau), providing an automated decision-support system for academic admin-
istrators.

Formative assessment and gamification: tools and limitations
Formative assessment is defined as the process of seeking and interpreting ev-

idence used by teachers and students to determine the current level of achievement 
and to adjust learning activities [12]. Digital tools include micro-tests in Google 
Forms or LMS with automatic feedback, the “one-minute paper” (students record 
the main concept and an unclear question), and the “exit ticket” (answer to one key 
question before the end of the session). The results of a meta-synthesis covering 41 
empirical studies (2012–2023) [13] show that the most frequently used e-assess-
ment tools are electronic portfolios (42% of works), LMS-embedded tests (38%), and 
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web-based systems (20%). Digital tools increase student autonomy (Cohen’s  d  = 
0.67), but have limitations: poor suitability for assessing higher-order skills (critical 
thinking, creativity) and technical failures (noted in 23% of cases).

Gamification elements (badges, points, leaderboards) enhance engagement 
through dopaminergic reinforcement; however, M. D. Hanus and J. Fox [14] warn of 
the risk of extrinsic motivation – where internal interest is replaced by a chase for 
points. The optimal approach is to use gamification for routine tasks (terminology, 
algorithms) while retaining authentic assessment for complex cognitive tasks.

Assessment of digital competencies: standardisation and independent certification
The conceptual evolution of digital competencies has progressed from com-

puter literacy (1980s–1990s) through ICT competence (2000–2015) to the current 
paradigm of digital competencies for life and professional activity, as captured in 
the DigComp 2.2 (2022) revision [15]. Key international standards include: DigComp 
(European Union), structured across five domains (information literacy, communi-
cation, content creation, safety, problem solving); ESCO (European Skills, Compe-
tences, Qualifications and Occupations), aimed at aligning educational outcomes 
with labour market demands; and SFIA (Skills Framework for the Information Age), 
organised into seven levels of responsibility. V. A. Sukhomlin and A. V. Yakushin [16] 
propose a model for designing flexible educational trajectories based on individual 
students’ digital competence profiles.

A typical Russian example is the practice of the National Research University 
Higher School of Economics, where all first-year students take an independent dig-
ital literacy examination (60 minutes with proctoring). This test, developed on the 
basis of professional standards, covers humanities subjects that require proficiency 
in big data tools and AI technologies. Successful completion results in a certificate 
recognised by employers.

The unified portal I-EXAM.RU, administered by the Research Institute for Mon-
itoring the Quality of Education, provides a cloud-based solution for large-scale 
testing, including AI proctoring and automatic generation of tasks with adaptive 
difficulty levels based on Item Response Theory (IRT). This system is used for both 
internal and external customised independent assessment in more than two hun-
dred Russian universities. It should be clarified that in Russian regulatory practice 
there are no state platforms for testing digital competencies in the sense understood 
in countries with centralised certification systems. The I-EXAM.RU  platform and 
similar solutions are organisations performing independent assessment functions, 
and their activities are not directly normatively anchored in FSES, which describe 
educational outcomes at the level of general competencies without specifying the 
instrumentation for their measurement.

Transformation of the teacher’s role and the design of AI assistants
Changes in teacher professional competencies
The task of creating flexible intelligent learning systems has gained particu-

lar urgency with the advent of generative neural network models, which not only 
simplify the development of educational content but also substantially transform 
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established approaches to organising students’ independent work. Researchers 
agree that the integration of AI into the educational process must be carried out 
judiciously and thoughtfully, without substituting concrete pedagogical functions 
[17–19]. Among the technological competencies required of the modern educator, 
both the Russian scholar P. V. Sysoev [20] and the international scholars S. Lee and 
K. Song [21] place particular emphasis on the ability to construct effective prompts 
when working with generative models. This positions the teacher as a technological 
moderator who helps students formulate queries – a function inextricably linked to 
the capacity to critically evaluate the outputs produced by generative systems [22]. 
Educators possessing such competencies are naturally able to develop students’ 
critical thinking – a fundamental quality in an environment saturated with AI-gen-
erated texts, images, and videos [23–25].

Generation of didactic materials and quality assessment
It is worth noting that generative models are actively used by university teach-

ers to create practically the full spectrum of didactic materials, including course 
syllabi, lecture and seminar plans, written texts, presentations, and learning tasks 
[26, 27]. At the same time, a current problem is the assessment of the quality of 
AI-generated content, especially in mathematical and computational disciplines. 
Research shows that the quality of such content can vary considerably, remaining 
acceptable not only for brief explanations or test items but even for describing ap-
proaches to complex problems; however, achieving reliable results requires the use 
of detailed prompts that take into account the specific characteristics of the gen-
erative model in use [28–31]. The generative mechanism itself requires mandatory 
expert evaluation of the obtained results [32]; to this end, a hierarchical system of 
twenty weighted indicators has been proposed, reflecting content relevance to the 
original prompt, stylistic quality, and user and technical characteristics [33].

AI assistants as tools for personalised support
The concept of platforms that use AI to support students’ learning activities 

and free up teachers’ time for genuinely pedagogical tasks underpins the design of 
AI assistants, understood as adaptive automated learning systems with feedback 
capabilities implemented via AI technologies [34–38]. A prototype of such an assis-
tant, developed at the School of Computer Science of Tyumen State University [38], 
includes variable didactic materials, self-study scenarios, interaction algorithms for 
both students and teachers, and a digital footprint analysis subsystem. Its devel-
opment confirmed the necessity of comprehensive pedagogical modelling and the 
critical importance of involving teachers as lead experts in the design and testing 
phases.

Challenges and ethical regulations
E-assessment tools are poorly suited to diagnosing higher-order skills such as 

synthesis, evaluation, and creativity, as these require semantic understanding and 
contextual sensitivity that current algorithms cannot provide [13]. A mini-review 
conducted by Z. Zulpykhar, M. Rakhmetov, B. Jugembayeva et al. [39], focusing on 
Ibero-America and Kazakhstan, highlights the following ethical issues: algorithmic 
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bias (models trained on data from privileged institutions systematically lower scores 
for students from rural schools); the “black box” problem (lack of explainable AI – 
XAI – generating distrust and appeals); data leaks (biometric proctoring records are 
classified as sensitive personal data); and the digital divide, which places students 
without reliable internet access or a quiet study space at a structural disadvantage. 
Recommendations include the adoption of ethical codes for AI use in education, 
mandatory model auditing for bias, and retention of students’ right to appeal with 
human involvement. Many technological challenges in this area remain unresolved 
due to the continuous development of generative models and the methods of work-
ing with them.

Discussion
The systematic review of assessment technologies in higher online education 

allowed not only the cataloguing of existing practices – including assessment using 
large language models and AI, proctoring, learning analytics, formative assessment, 
gamification, independent certification of digital competencies, and AI assistants 
– but also the identification of their internal evolution logic, driven by a paradig-
matic shift in pedagogical measurement: from discrete knowledge recording to con-
text-dependent analysis of learning activity.

The analysis shows that Russian universities and EdTech platforms [4] are ac-
tively adapting global approaches to adaptive testing (IRT), assessment of extended 
responses using large language models, and data analytics. However, unlike the USA 
and EU member states, where formative assessment with peer evaluation elements 
predominates [12, 13], Russia still favours summative assessment and centralised 
examinations with strict proctoring requirements. This is reflected in the wide-
spread adoption of systems such as I-EXAM.RU and mass proctoring solutions from 
Rostelecom, which aligns with state policy to ensure academic integrity in distance 
learning formats.

Direct copying of foreign models, for example Western formative assessment 
systems applied without considering Russian examination culture, has proved 
largely ineffective. In contrast, successful cases – including hybrid AI-assisted hu-
man-supported proctoring, interactive Socratic dialogue implemented in Yandex 
Textbook, and the two-level LLM verification system in Albato [4] – illustrate the 
emergence of genuinely hybrid systems. Hybridity in this context is understood as 
a combination of automated testing (including LLM assessment) with elements of 
peer assessment and electronic portfolios, as well as the integration of machine 
analysis and human interpretation in proctoring and feedback procedures. Such hy-
bridity is not a temporary compromise but a sustainable adaptation to the demands 
of the modern educational environment.

The thesis on ethical risks – encompassing algorithmic bias, the black-box 
problem, and the digital divide – is fully supported by both international meta-anal-
yses [13, 39] and the findings of this review. In the Russian context, the digital di-
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vide, manifested in unequal internet speeds and lack of suitable study conditions, 
is aggravated by regional disparities, requiring additional compensatory measures.

At the micro-level, comparing individual technologies revealed the following 
patterns. In LLM-based assessment, both Russian and international practice reflect 
a transition from discrete verification to semantic analysis. However, while inter-
national studies (e.g. on GPT-4 models) more often focus on formative feedback, 
Russian research emphasises summative assessment outcomes and minimisation 
of false positives [4]. The hybrid “AI plus human” model and the shift towards asyn-
chronous monitoring are global trends [6]. Learning analytics is used in both West-
ern and Russian contexts [8, 9, 11] for dropout prediction and pedagogical design 
optimisation, though Russian approaches [11] pay noticeably more attention to 
competency graph analysis and alignment with Bloom’s taxonomy, which may re-
flect traditions of fundamental pedagogical modelling.

A key difference between Russian and Western practices in applying assess-
ment technologies lies in the degree of centralisation. In Russia, independent cer-
tification of digital competencies is typically implemented through organisations 
performing independent assessment functions (e.g. I-EXAM.RU,  HSE University) 
and is methodologically tied to federal state educational standards. However, as 
noted above, FSES do not contain detailed requirements for the instrumentation of 
digital competency assessment, so the connection between platforms and standards 
is methodological rather than normative. In the USA and the EU, decentralised mod-
els dominate, including micro-certificates from Coursera and edX, while DigComp 
serves as a recommended framework rather than a mandatory standard.

The review also demonstrates that academic integrity in an online environ-
ment can be ensured not only through punitive measures such as proctoring but 
also through the very design of assessment instruments, including unique task for-
mulations, open-ended questions, and time constraints. Hybrid proctoring, com-
bining AI-based filtering with human interpretation, reduces false accusations to 
less than 2% [6] and currently represents an optimal balance between rigour and 
fairness. Personalised feedback is now achievable through learning analytics and 
AI assistants [38], which analyse digital footprints and generate recommendations. 
Effective practice [12] suggests that AI-generated recommendations should be in-
terpretable under the XAI principle and accompanied by the possibility of appeal to 
the instructor. Data protection requires the implementation of privacy-by-design 
principles, entailing the collection of only necessary biometric data, encryption, and 
limited retention periods.

Recommendations include the adoption of ethical codes for AI use in educa-
tion, mandatory auditing of models for bias and the student’s right to human ap-
peal. Some issues related to ethical compliance, legal regulation, and information 
security are addressed at the institutional level; however, many technological prob-
lems remain open due to the continuous evolution of both generative models and 
the methods for working with them.
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Conclusion
The review enables the identification of the main directions of evolution in as-

sessment technologies for higher online education. There is a movement from verifi-
cation to understanding, as LLMs and conversational AI shift the focus of assessment 
from answer checking to diagnosing cognitive processes. There is a movement from 
surveillance to support, as proctoring evolves from panoptic control (after M. Fou-
cault) to a hybrid model prioritising privacy. There is a movement from outcome to 
process, as learning analytics makes assessment continuous, predictive, and pro-
active. Finally, there is a movement from universality to personalisation, as adaptive 
testing tailors itself to individual learning trajectories.

In accordance with the research questions posed at the outset, the following 
concise answers can be formulated based on the analysis:

Question 1. Which assessment technologies are used in Russia and 
abroad?

Both systems employ: automated testing (including LLM-based), proctoring 
(hybrid and asynchronous), learning analytics, formative assessment with gamifica-
tion elements, independent certification of digital competencies, and AI assistants. 
Russia is dominated by centralised examinations with strict proctoring (I-EXAM.
RU, Rostelecom solutions), while Western countries more often use decentralised 
formative approaches (portfolios, peer assessment, micro-credentials).

Question 2. What specific implementation features are determined by 
cultural, pedagogical, and institutional factors?

Russian practice is characterised by: (a) a focus on summative assessment and a 
state examination culture; (b) a methodological linkage to FSES (without strict nor-
mative regulation of assessment instruments); (c) a high degree of centralisation of 
certification and control; (d) pronounced regional disparities in infrastructure ac-
cess. Western models are more decentralised, oriented towards formative feedback 
and individual trajectories, but also face algorithmic bias and digital divide issues.

Question 3. Which methods are most effective for different competency 
types?

Automated tests and LLMs perform well for subject knowledge and structured 
arguments (ICC > 0.85 for routine tasks), but are poorly suited for metacognitive 
skills – creativity, critical thinking, synthesis (systematic under-scoring is observed). 
For higher-order skills, authentic tasks (projects, essays, portfolios) with mandatory 
human involvement in assessment are required.

Question 4. How can academic integrity and personalised feedback be en-
sured?

Academic integrity is ensured through: hybrid proctoring (false accusations 
<2%), task design (unique formulations, time limits), and digital footprint analytics 
(risk prediction, early intervention). Personalised feedback is realised via AI assis-
tants and learning analytics, generating interpretable recommendations with the 
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possibility of appeal to the instructor. Data protection builds on privacy-by-design 
principles (data minimisation, encryption, limited retention).
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